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This talk:
error reporting
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● Design of new tools
● Design of rustc’s API
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User-friendly error reporting: Proof-level?
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User-friendly error reporting: Source-level
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User-friendly error reporting: Source-level
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Overview
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Rust Proof

Back-translation

Error

???
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Rust Proof

Back-translation

● Message
● Position
● Optional notes

Error
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MIR-based positions

Rust
MIR

(rustc_middle::mir::Body) Proof

https://doc.rust-lang.org/nightly/nightly-rustc/rustc_middle/mir/struct.Body.html

https://doc.rust-lang.org/nightly/nightly-rustc/rustc_middle/mir/struct.Body.html
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MIR-based positions

Rust MIR Proof
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Rust MIR Proof

MIR-based positions
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Rust MIR Proof

MIR-based positions

mir::Statement::source_info Verifier specific
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Rust MIR Proof

MIR-based positions

➕ Easy to use ➖ Limited precision
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Limitations of MIR-based positions

   #[invariant(self % 2 == 0)
   type EvenU32 = u32;

   fn main() {
       let mut x: EvenU32;
       x = 1;
   }

This span is not available in MIR

Verification error



Rust MIR
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Solution #1: HIR-based positions

https://doc.rust-lang.org/nightly/nightly-rustc/rustc_middle/hir/index.html

HIR
(rustc_middle::hir)

https://doc.rust-lang.org/nightly/nightly-rustc/rustc_middle/hir/index.html


Rust MIR
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Solution #1: HIR-based positions

➕ Better control ➖ Frequent API changes

HIR

1:1



  your_verifier!{

     #[invariant(self % 2 == 0)
     type EvenU32 = u32;

     fn main() {
         let mut x: EvenU32;
         x = 1;
     }

  }
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Solution #2: Macro-based parsing

➕ Full control ➖ Wrap code in a macro

https://crates.io/crates/syn

Macro

Parser: syn crate

https://crates.io/crates/syn


1. Back-Translation
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Overview

Proof
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3. IDE 2. Unsupported Code



Usually Unsupported
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Unsafe code Async Drop

Rustc feature request:
expose the drop elaboration!

What else could be unsupported?



Strangest Rust: CFG
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start

end

start

end
// Loop body...



Strangest Rust: Types
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enum with 0 variants

E.g., unsound naive axioms:

discriminant: Instance → N

discriminant(x) ∈ { v.discr for v ∈ variants(x) }

variants(x) = ∅



&mut ZST,    &mut impl !Unpin

Strangest Rust: Types
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fn f(a: &mut ZST, b: &mut ZST) {
let a_ptr = a as *mut _;
let b_ptr = b as *mut _;
assert!(a != b); // Might fail!

}
How to report

unsupported code?

enum with 0 variants



Level 1: Just Panic!
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panic!(..), assert!(..), unreachable!(..), …

➕ Easy to code ➖ Confusing for the user

🙁



Level 2: Set an ICE Message
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rustc_driver_impl::install_ice_hook(..)

https://doc.rust-lang.org/nightly/nightly-rustc/rustc_driver_impl/fn.install_ice_hook.html

➖ Still confusing

😕
➕ Bug report link➕ Easy to code

https://doc.rust-lang.org/nightly/nightly-rustc/rustc_driver_impl/fn.install_ice_hook.html


Level 3: Emit Rustc’s Diagnostics
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rustc_errors::DiagCtxt

➕ With source-code position➕ Still easy to code ➕ Useful message

🙂
https://doc.rust-lang.org/nightly/nightly-rustc/rustc_errors/struct.DiagCtxt.html

https://doc.rust-lang.org/nightly/nightly-rustc/rustc_errors/struct.DiagCtxt.html


2. Unsupported Code 1. Back-Translation
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Overview

Proof
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3. IDE



Errors in JSON format
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cargo prusti



Errors in JSON format
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cargo prusti --message-format=json
Existing tools 

understand this



IDE integration #1: (Mis)Use Rust-Analyzer
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{
"rust-analyzer.check.overrideCommand": [

"/path/to/cargo-prusti", "--quiet", "--workspace", 
"--message-format=json",

],
}

Settings:



IDE integration #1: (Mis)Use Rust-Analyzer
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➖ Not a verifier➕ Surprisingly good➕ Simple (5 min)



   Extension

IDE integration #2: Parsing Rustc’s JSON Diagnostics
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Verifier

Launch process

JSON output

Based on:
github.com/mooman219/rust-assist 

https://github.com/mooman219/rust-assist


IDE integration #2: Parsing Rustc’s JSON Diagnostics
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➖ One-way cannel➕ Easy to customize➕ Simple (~days)



IDE integration #3: Language Server Protocol

35

Language Server

Verifier

IDE

Language server protocol:
microsoft.github.io/language-server-protocol 

➖ For compilers➕ Streaming➕ Better IDE support

https://microsoft.github.io/language-server-protocol/
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Thank you!

Proof
specs

3. IDE 2. Unsupported Code 1. Back-Translation

🔗 github.com/viperproject/prusti-dev 

https://github.com/viperproject/prusti-dev
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Backup Slides
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Error reporting with counterexamples

high = 264 - 2


